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Action required: New mandatory fields for Visa Secure from 08/12/2024

Action required: New mandatory fields for Visa Secure starting August 12, 2024

Please note that Visa demands new mandatory fields for 3-D Secure transactions starting . We  August 12, 2024
recommend you implement the changes early on to be prepared. If you have any problems with the changeover, 
please contact Axepta Online support.

New Mandatory fields: either email (JSON: billToCustomer.email) phone (JSON: billToCustomer.phone) mo or   or 
bile phone (JSON: billToCustomer.mobilePhone) must be provided.

See: billToCustomer (JSON: )billToCustomer
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Channel
Code
Currency
Custom
CustomField[n]
Description
ErrorText
expirationTime
MAC
MerchantID
mid
msgver
PayID
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Plain
refnr
ReqId
Response
schemeReferenceID
SellingPoint
Service
Status
TermURL
TransactionId
TransID
URLBack
URLFailure
URLNotify
URLSuccess
UserData
XID

Create a payment request (CIT)
Hosted Payment Page (HPP) - paymentpage.aspx
Axepta Credit Card Form (payssl.aspx)
Merchant Credit Card Form - Silent Order Post (PayNow.aspx)
Customize checkout experience

Iframe integration
Create a custom template
Template Manager in AXEPTA Back-Office

Redirection to the merchant shop
Payment notification - URL Notify

Create Server-2-Server payments
Server-2-Server - MIT payments - direct.aspx
Server-2-Server - CIT payments with 3DSecure

3DS Payments - Authentication and Authorization managed by AXEPTA
3DS payments - Customizable authentication and authorization calls

New - Payer Authentication Request Message Fields
Server-2-Server - 3DS 1.0 Fallback

Create Batch payments (File)
Payment Features

Key data
Account verification
AVS - Address verification
Card tokenization
One-click payment
Exemptions & 'Frictionless' payments
Recurring card payments (Subscription)
Recurring card payments (Subscription) - MOTO (Mail Order / Telephone Order)
Modification of existing subscriptions - 01/01/2022

Card payment integration
Amex card integration
Card payments operations

Payment methods list
Payment methods Integration

Alipay - Integration
American Express - Integration
Apple Pay - Integration
Bancontact - Integration
BillPay - Integration
Bimpli (ex Apetiz) - Integration
CB - Integration
Cetelem Full CB - Integration
Cetelem Presto - Integration
Chèque Dejeuner via Groupe Up - Integration
Chèque-Vacances Connect - Integration
Cofidis - Integration
Consors Finanz - Integration
Diners - Integration
Discover - Integration
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3D Secure and fraud prevention
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Liability shift and 3DS Matrix
3D SECURE - Technical doc

3DS 2.0 Guidelines
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Important Notes

3DS Authentication Hosting
Amazon Payments MFA
Mandatory and Conditional Required Data Elements for EMV 3DS
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The Account Verification
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Basics of Base64-encoding EN
accountInfo EN
acsRenderingType EN
authenticationResponse EN
browserInfo EN
card EN
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card:response EN

challengeRequest EN
country EN
credentialOnFile EN
customerInfo EN
ipInfo EN
merchantRiskIndicator EN
phone EN
priorAuthenticationInfo EN
resultsResponse EN
subMerchantPF EN
threeDSData EN

threeDSData:request EN
threeDSData:response EN

threeDSLegacy EN
threeDSPolicy EN
versioningData EN
address EN

Terms and Definitions
Fraud prevention and additionnal parameters
Server-to-Server Blacklist Editing

Reporting & Data reconciliation
Data reconciliation : Key Data
Settlement File

Download CTSF file from sFTP
Download CTSF file by e-mail

Smart Data Guide
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Axepta Backoffice
Back-office rights

Test your integration
Test tool for Blowfish and HMAC
Test modes
Test Environement
FLOA Testing
Simulation mode
Test Cards - Authentication
Test cards - Authorization

Plugins (CMS)
Activation key
Prestashop (1.6.1.24 and from 1.7.5 to 8.1.1)
WooCommerce (from 5.7 to 8.8.X)
Magento 2 (from 2.3 to 2.4.6 P4)
Proximis (from 5.0)
Sales Force Commerce Cloud (Site Genesis - SFRA)
Where to find your plugins?
Help checklist in case of error with your plugin

Mobile SDK
Mobile SDK Authentication
iOS SDK
Android SDK

Contact Axepta BNP Paribas Helpdesk
How to find the PayId of a transaction ?

The PayId of a transaction in the Axepta BO
The PayId of a transaction - CMS

Time-Out error
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