Server-2-Server - 3DS 1.0 Fallback

In case the Access Control Server (ACS) of the cardholder's bank does not support any EMV 3DS protocol version (i.e. 2.0 or higher, see acsSt ar t Pr ot
element of the versioningData object in the payment response will be Null. ¢ 3DS 1.0 Authentication
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3DS 1.0 Authentication

In order to a 3DS 1.0 authentication request through the cardholder browser it is required to construct a form with the data elements provided in t hr eeDS

The form fields that are sent to the ACS are listed in the table below:

Form Description
Element

PAReq

A constructed, Base64 encoded and compressed field carrying the Payer Authentication Request Message Fields. The compression alc
Huffman coding as specified in RFC 1951.

TermURL

The merchant URL the ACS will redirect the cardholder to after the authentication has concluded. Note that adds the fields Payl D, Tr a
URL. Please do not alter the TermURL!

MD The MD (i.e. Merchant Data) field can carry whatever data the merchant needs to continue the session. Please note that this field must |

Sample: PAReq form passed through the Cardholder to the ACS URL


https://docs.axepta.bnpparibas/display/DOCBNP/New+-+Payer+Authentication+Request+Message+Fields

<htm >
<head>
<script |anguage=\"javascript\">
<l--
function sendpareq()
{
docunent . pareq_form submt();
}
Io-->
</script>
</ head>

<body onl oad="j avascri pt: sendpareq();">
<formaction="https://pit.3dsecure. net/VbVTest Sui teService/ pitl/ acsService/ paReq?sumrary=ZT wWOAMNYEt NTV
met hod="POST" nane="pareq_f orni'>
<i nput type="hi dden" name="PaReq" val ue="eJxVUst 22j AQ RUf L7r pMZKFi Q0dK4dXgAVOTrmuSpj vVGsApf KSWA+Tr K/ F
/ QLOHy 6y SebmI3VW650W102hRSr Gr Sozdl zbuLYdOgxAnPzBr FXJYYt O DTg5j N1aCl Ei oyzywkhl Lwh7gddnFD1J My v 15Hf Yz 2Xw8PwO75y uPT
gUqBYTPk4f RA+M+j dAzgEORYGBzr XGRn+dFb/ nzhdRLN+cc QXkl | Osakut j py F5t W/QKt 2f Kt 1PSBkv993sqqoWL.3VHYI AbA71 xOgPr UANOTr kkv
/ unBXt +n8ZAbAVI 0ZGoMSPaY4H BAMIHQRII Kc4i M OnX1Kz XpnDLVt My U+BwA47sydzr yf hi ZHa4MBFCbMBkKY+U DBKbj Kf GDOPQQ Af C4znl
[ Zi +r n6r r J20xW 4P49h6f i qwBr nxyo/ 8s741 QKWEUZy TXP6CQ¥ / 9kb8b1M/ Q' >
<i nput type="hidden" name="Ternmlrl|" value="http://| ocal host: 40405/t est/3DTer mJRL. aspx?
Payl D=dc67820e15f 049c9b6c1f 0420729da8a&Tr ans| D=20180524- 162741- 084&M D=gust av" >
<i nput type="hi dden" name="MD' val ue="Optional merchant session data">
</fornp
</ body>
</htm >

Once the authentication has been completed or the cancelled by the cardholder the ACS will redirect the cardholder through the cardholder's browser to tl
request.

1. The Payer Authentication Response (PaRes) will be transferred via HTTP POST method while M D, Payl Dand Tr ans| D are sent in the HTTP g

Data Elements transferred to the Ter nlJRL

Key Format CND Description
MID ans..30 M MerchantID, assigned by
PaylD an32 M ID assigned by for the payment, e.g. for referencing in batch files as well as for capture or credit request.
TransID | ans..64 M TransactionID provided by you which should be unique for each payment
PARes - M The PARes (Payer Authentication Response) message sent by the ACS in response to the PAReq regardless of whether authentication

Key Format CND Description

PaylD | an32 M ID assigned by for the payment, e.g. for referencing in batch files as well as for capture or credit request.
Key Format CND Description
TransID | ans..64 M TransactionID provided by you which should be unique for each payment
Key Format CND Description Beschreibung
PARes - M The PARes (Payer Authentication Response) message sent by the ACS in response to Die vom ACS gesendete PARes-Nachricht
the PAReq regardless of whether authentication is successful PAReq ungeachtet dessen, ob dit Authentis

In order to authorize an 3DS 1.0 authenticated payment you must POST the parameter as listed in the table below unencrypted to direct3d.aspx. The res


https://docs.axepta.bnpparibas/display/DOCBNP/mid
https://docs.axepta.bnpparibas/display/DOCBNP/PayID
https://docs.axepta.bnpparibas/display/DOCBNP/TransID
https://docs.axepta.bnpparibas/display/DOCBNP/PayID
https://docs.axepta.bnpparibas/display/DOCBNP/TransID

Request Elements

Key Format CND Description
MerchantlD | ans..30 M MerchantID, assigned by . Additionally this parameter has to be passed in plain language too.
PayID an32 M ID assigned by for the payment, e.g. for referencing in batch files as well as for capture or credit request.
TransID ans..64 M TransactionID provided by you which should be unique for each payment
PAResponse -- M The PARes (Payer Authentication Response) message sent by the ACS

Key Format CND Description

PaylD ' an32 M ID assigned by for the payment, e.g. for referencing in batch files as well as for capture or credit request.
Key Format CND Description
TransID | ans..64 M TransactionID provided by you which should be unique for each payment
Key Format CND Description Beschreibung
PAResponse -- M The PARes (Payer Authentication Response) message sent by the ACS | Die vom ACS gesendete PARes-Nachricht (Payer Authe

Response Elements

Key Format CND Description
MID ans..30 M MerchantID, assigned by
PaylD an32 M ID assigned by for the payment, e.g. for referencing in batch files as well as for capture or credit request.
XID an32 M ID for all single transactions (authorisation, capture, credit note) for one payment assigned by
TransID ans..64 M TransactionID provided by you which should be unique for each payment
Status a..20 M Status of the transaction.
Values accepted:

® Authorized

® (K (Sale)

®* FAI LED
Description ans..1024 M Textual description of the code
Code n8 M Error code according to Response Codes (A4 Response codes)
card JSON C Card data
ipInfo JSON o Object containing IP information
threeDSData JSON M Authentication data

Key Format CND Description

PaylD ' an32 M ID assigned by for the payment, e.g. for referencing in batch files as well as for capture or credit request.

Key Format CND Description

XID an32 M ID for all single transactions (authorisation, capture, credit note) for one payment assigned by
Key Format CND Description
TransID | ans..64 M TransactionID provided by you which should be unique for each payment

Key Format CND Description Beschreibung


https://docs.axepta.bnpparibas/display/DOCBNP/MerchantID
https://docs.axepta.bnpparibas/display/DOCBNP/PayID
https://docs.axepta.bnpparibas/display/DOCBNP/TransID
https://docs.axepta.bnpparibas/display/DOCBNP/PayID
https://docs.axepta.bnpparibas/display/DOCBNP/TransID
https://docs.axepta.bnpparibas/display/DOCBNP/mid
https://docs.axepta.bnpparibas/display/DOCBNP/PayID
https://docs.axepta.bnpparibas/display/DOCBNP/XID
https://docs.axepta.bnpparibas/display/DOCBNP/TransID
https://docs.axepta.bnpparibas/display/DOCBNP/Code
https://docs.axepta.bnpparibas/display/DOCBNP/A4+Response+codes
https://docs.axepta.bnpparibas/display/DOCBNP/PayID
https://docs.axepta.bnpparibas/display/DOCBNP/XID
https://docs.axepta.bnpparibas/display/DOCBNP/TransID

Status

Description

a..20 M Status of the transaction. Status der Transaktion.
Values accepted: Zuléassige Werte:
® Authori zed ® Authori zed
® K (Sale) ® OK(Sale)
* FAl LED * FAI LED
ans..1024 M Textual description of the code = Textliche Beschreibung des Codes

Key Format CND Description

Code n8
Key

card

ipInfo

threeDSData

M Error code according to Response Codes (A4 Response codes)
Format CND Description Beschreibung
JSON C Card data Kartendaten
JSON (0] Object containing IP information = Objekt mit IP-Informationen

JSON M Authentication data Authentisierungsdaten


https://docs.axepta.bnpparibas/display/DOCBNP/Code
https://docs.axepta.bnpparibas/display/DOCBNP/A4+Response+codes
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