CIT payments with 3DSecure - Direct integration - REST
API (V2)

3D Secure (3DS) is an authentication method that provides additional layer of security against fraud for online card payments. If you are accepting
payments within European Economic Area then it is mandatory to authenticate the transactions with 3D secure to comply with PSD2 SCA (Strong
customer authentication) requirements.

3D Secure integration options

Axepta BNP Paribas enables 3DS authentication for all integration types:

Hosted payment page or Hosted forms

If you are using Axepta BNP Paribas's Hosted Payment Page or Hosted Forms, you don’t need to take any additional steps to implement 3DS. Axepta
BNP Paribas will automatically handle the entire authentication process for you, ensuring compliance with PSD2 SCA requirements.

Direct integration
For merchants using Direct Integration, the implementation of 3DS depends on how you choose to handle the authentication process:

Merchant-managed 3DS authentication

If you manage the 3DS authentication process independently before sending the payment request to Axepta BNP Paribas, ensure that all relevant
authentication data is included in the paynment Met hods. car d. t hr eedsdat a object within the payment request.

{
"acsProtocol Version": "2.2.0",
"aut henti cati onVal ue": "AAABBI cVVERFgUFgUQK| FQRE=",
"eci": "02",
"t hr eeDSSer ver Transl D': "55570cf - bt 5b- 43f e- bd0d- 2t rr 3427401c",
"acsXl D': "34565040-e95d- 4f 55- 9aal- d48d1234acd4",
"dsTrans| D': "4347f607-d631- 4ad5- 34564533cadce558",
"internedi ateStatus": "Y',
"final Status": "Y',
"chal | engeRequest I nd": "01"

}

Axepta BNP Paribas managed 3DS authentication

This section describes the process flow for merchants who want Axepta BNP Paribas to handle the 3DS authentication process.


https://axeptabnpparibas-docs.redocly.app/payments/createpayment
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1. Customer proceeds to checkout with cards as a preferred payment method on your web shop and submits all the card data.
2. Your frontend makes a payment request to your backend.

3. Your backend makes a Create payment call to Axepta BNP Paribas.

Versioning:

4. Axepta BNP Paribas makes a versioning request to 3DS server to fetch Access Control Server (ACS) and Directory Server (DS) protocol versions
that corresponds to the card account range and optionally a 3D secure method URL.

5. Axepta BNP Paribas receives the versioning response with the ACS and DS protocol versions.

6. Axepta BNP Paribas responds with a HTTP 201 response code to your backend with versioning data in paynent Met hods. car d.
ver si oni ngDat a

{
"t hreeDSSer ver Transl D': "f049e8f b- 5d93- 1234- b995- 3eaf 05cef 06a",
"acsStartProtocol Version": "2.2.0",
"acsEndPr ot ocol Version": "2.2.0",

"dsStart Protocol Version": "2.2.0",
"dsEndPr ot ocol Version": "2.2.0",
"t hreeDSMet hodURL": "https://testacsserver.conl 3ds- net hod",
"t hr eeDSMet hodDat aFor ni':
"eyJ0aH]I ZURTTW0aX@kTnB0aWZpY2F0aVWBuVWJIM j oi aHROCHVBLY93d3cuY29t cHVOb3At cGF5Z2F0ZS5) b20vY2JUaHJI ZURTLnFzcHg_
YVWNOaVOuUPWL0aGROIGZul | wi dGhyZWEULN cnZl ¢l RyYWszSUQ O JnVDQBZThmYi 01ZDkzLTQ2MTAt Yj k5NS0z ZWFnivDVj ZWYwNnEi f Q'
"t hr eeDSMet hodDat a": {
"t hreeDSMet hodNot i fi cati onURL": "https://ww. conput op- paygat e. com cbThr eeDS. aspx?acti on=nt hdNt f n",
"t hreeDSServer Transl D': "f049e8f b- 5d93- 4610- b995- 3eaf 05cef 06a"


https://axeptabnpparibas-docs.redocly.app/payments/createpayment

Refer payment Met hods. car d. ver si oni ngDat a. er r or Det ai | s object for the reasons if any parameter in versioningData is not populated.

3DS Method: 3DS Method is an optional step in the 3DS authentication flow that allows the card issuer's ACS to collect additional browser/device
information before the actual authentication request (AReq) is sent. This data helps the ACS perform a more accurate risk assessment for the
transaction.

7. Based on the versioning response received, 3DS method process should be invoked. To do this, your backend should provide t hr eeDSMet hodDat a
and t hr eeDSMet hodURL to your frontend as received from versioning response. Your frontend should create a hidden iframe containing a form with

a hidden input field for t hr eeDSMet hodDat a and submit it to t hr eeDSMet hodURL. The t hr eeDSMet hodDat a should be sent in Base64 encoded
format which you can fetch directly from t hr eeDSMet hodDat aFor min the versioning response. Below is an example snippet of the implementation:

<f orm nane="t hr eeDSMet hodFor ' net hod="POST" action="https://testacsserver.com 3ds-net hod" >
<i nput type="hi dden" name="t hreeDSMet hodDat a" val ue="
eyJ0aHJ| ZURTU2Vydmvy VHIhbnNJIRCI 61 j NnYzdj YWESLWFhNDI t M Y2My03OTFi LTIhYzALYTUOMMWYSI s| nRocnmvl RFNNZXRob2R0Oh3RpZ
n j YXRpb25VUkwi O JO0aHJl ZURTTW/0a@k TnB0aWzZpY2F0aVWWuVWJIM n0" >
</fornp

If the issuer doesn't support 3DS Method process, t hr eeDSMet hodURL will be populated by Axepta BNP Paribas so that the 3DS Method process of
posting the hidden form can happen regardless. This is necessary to facilitate direct communication between the browser and Axepta BNP
Paribas during the 3DS process flow.

You may use the operations i ni t 3DSMet hod or cr eat el f r aneAndlI ni t 3DSMet hod at your discretion from the netcetra3DSWebSDK in
order to iniatiate the 3-D Secure Method.

8. Your frontend submits the hidden form to ACS 3DS Method URL that enables ACS to collect all the required information.

9. ACS responds to the 3DS Method request with an HTML document.

10. The HTML document contains javascript that automatically creates and submits a hidden form with the t hr eeDSMet hodDat a to t hr eeDSMet hod
Not i fi cati onURL which is hosted by Axepta BNP Paribas.

Authentication:

11. Upon receiving 3DS completion notification request, Axepta BNP Paribas proceeds with authentication request to 3DS server.
12. 3DS server submits authentication request to directory server.

13. Directory server submits authentication request to ACS

14. ACS sends back an authentication response to directory server

15. Directory server forwards the response to 3DS server

16. 3DS server forwards the response to Axepta BNP Paribas. If the authentication response doesn't enforce a challenge then the process skips to
step 29, else the subsequent challenge process begins.

17. Axepta BNP Paribas sends a notification with pay| d in the body to ur | s. webhook that you submitted in the initial request (Step 3). You can call
Retrieve payment details with payl d to get all authentication response data.

18. Axepta BNP Paribas additionally sends the authentication response (base64 encoded) to the browser as a response to the 3DS method
completion notification request (Step 10). Below is a snippet of decoded authentication response sent to the browser.


https://axeptabnpparibas-docs.redocly.app/payments/getpaymentdetailsbypaymentid
https://3dss.netcetera.com/3dsserver-saas/doc/2.5.3.3/integration-manual#netcetera-3ds-web-sdk

"t hreeDSServer Transl D': "f049e8f b-5d93-1234- b995- 3eaf 05cef 06a",
"acsChal | engeMandat ed": true,
"acsDecConl nd": false,
"acsOperator| D': "10024942",
"acsRef erenceNunber": "3DS_LOA ACS _HI | N_020200_00553",
"acsTransl D': "70283ff 7- df 85- 44be- b157- 3bc6f 8a31b89",
"acsURL": "https://testacsserver.coni 3ds- net hod",
"dsRef erenceNunber": "VISA V 17 0003",
"dsTransl D': "2f 15b09e- b915- 4d5e- 9f 04- 239ed985f 3bb",
"messageType": "ARes",
"messageVersion": "2.2.0",
"transStatus": "C',
"chal | engeRequest": {
"t hreeDSServer Transl D': "f049e8f b-5d93-1234- b995- 3eaf 05cef 06a",
"acsTransl D': "70283ff 7-df 85- 44be- b157- 3bc6f 8a31b89",
"chal | engeW ndowSi ze": "04",
"messageVersion": "2.2.0",
"messageType": "CReq"
}

ase64EncodedChal | engeRequest ":
"eyJt ZXNz YWl VH wZSI 61 KNSZXEi LCI0aHIJl ZURTU2Vydnvy VHIhbnNIRCI 61 mywNDI | O&Zi LTVKOTM NDYXMCLi OTKILTN YWYWNWNI Zj A2
YSI sl nFj c1RyYWszSUQ O | 3VDI 4M2ZmNy 1kZj g1LTQOYmLt Yj ELNyOz YnMVRZj hhiVe Fi ODki LCJj aGFsbGVuzZ2VXawbkb3dTaxXpl | j oi MDQ L
CJt ZXNz YWl VmMyc2l vbi | 61 | uM 4w n0"
}

Challenge:
19. Based on the authentication response received, your frontend should create a challenge request. To do this, Base64 decode the authentication

response and collect the value present in base64EncodedChal | engeRequest and acsURL. Submit base64EncodedChal | engeRequest to acs
URLvia a hidden HTML iframe containing a form with hidden input field. Below is an example snippet of the implementation:

<f orm nane="chal | engeRequest For nf' net hod="POST" acti on="https://testacsserver.conf 3ds- nmet hod" >

<i nput type="hidden" name="creq" val ue="
eyJt ZXNz YWl VH wZSl| 61 kNSZXEi LCJ0aH]l ZURTU2Vydnmvy VHIhbnNIRCI 61 miywNDI | OGZi LTVKOTM NDYxMCLi OTKILTN YWYwNWNI Zj A2Y
Sl sl nFj c1RyYWszSUQ O | 3VDI 4M2Zm\y 1kZj g1LTQOYmLk Yj ELNyOz YmVRZj hhMz Fi ODki LCJj aGFsbGVuz2VXaWwskb3dTaXpl | j oi MDQ LC
Jt ZXNz YWl VmMyc2| vbi | 61 1 uM 4wi n0" >
</fornp

@ You may use the operations i ni t 3DSChal | engeRequest or cr eat el FraneAndl| ni t 3DSChal | engeRequest at your discreation from
the netcetra3DSWebSDK in order to submit challenge request.
20. ACS renders the challenge window on the browser.
21. Customer completes the challenge.
22. ACS notifies the outcome of the challenge to directory server via result request (RReq) message.
23. Directory server forwards RReq to 3DS server.
24. 3DS server forwards challenge result to Axepta BNP Paribas.
25. 3DS server acknowledges to RReq with a result response (RRes) to directory server.
26. Directory server forwards RRes to ACS.

27. ACS additionally provides the challenge response to the browser as a response to "Submit challenge" (Step 21). Your frontend should listen to the
challenge response returned to the iframe.

28. Once challenge response is received your frontend submits challenge response notification request to Axepta BNP Paribas. Below is the sample
decoded JSON:


https://3dss.netcetera.com/3dsserver-saas/doc/2.5.3.3/integration-manual#netcetera-3ds-web-sdk

"messageType": "CRes",

"messageVersion": "2.2.0",

"t hreeDSServer Transl D': "f049e8f b-5d93-1234- b995- 3eaf 05cef 06a",
"acsTransl D': "70283ff 7-df 85- 44be- b157- 3bc6f 8a31b89",

"chal | engeConpl etionl nd": "Y",

"transStatus": "Y"

Authorization:
29. Axepta BNP Paribas proceeds to authorization with the acquirer.
30. Acquirer provides the authorization response to Axepta BNP Paribas.

31. Axepta BNP Paribas sends a notification with pay| d in the message body to ur | s. webhook that you submitted initially (step 3). You can call Retr
ieve payment details with payl d to get all authorization response data.

32. Axepta BNP Paribas additionally responds to the browser with pay| d in the message body as a response to step 28.

33. Your frontend fetches your shop's return URL with pay| d from your backend.

34. Your backend makes Retrieve payment details with pay| d to Axepta BNP Paribas to fetch the final responseCode of the transaction.
35. Axepta BNP Paribas responds with the responseCode of the transaction.

36. Your backend renders success or failure page depending on the responseCode of the transaction.
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