Google Pay - API REST V2

Google Pay is a digital wallet for storing payment details, providing an easy and secure way to pay in android applications and browsers and
contactless POS terminals. In applications and on websites, users can quickly and securely provide their payment, shipping and contact information to
check out with just one touch using biometrics. Google Pay’s simplicity increases conversion rates and new user adoption that come with it.

Axepta BNP Paribas Online's Google Pay solution supports following scenarios:

® [n-application payments
® Web payments

@ Before opening Google Pay in Production: Request production access to the Google Pay API through the Google Pay & Wallet Console.

Link : Overview | Google Pay API | Google for Developers

Web payments
Follow the brand guidelines to implement Google pay on your website.
In-app payments

Follow the brand guidelines to implement Google pay on your app.

Get started

Axepta BNP Paribas Online supports Google Pay in all of the integration types: Hosted Payment Page, Hosted forms and Direct integration. Follow
the guide below tailored to your integration.

Hosted Payment Page or Hosted forms
If you're using Axepta BNP Paribas Online’s Hosted Payment Page or Hosted forms, integrating Google Pay is straightforward.
Key advantages:

* No need of Google developer account

® No need to integrate with Google Pay APIs
* Axepta BNP Paribas Online takes care of entire communication with Google Pay through out the payment

Implementation steps
Enable Google Pay:

® Contact your sales to activate Google Pay for your merchant ID.
Processing payment:

* Hosted Payment Page: If you use the Hosted Payment Page integration then submit payment request via Create checkout session.
® Hosted Forms: If you use the card Hosted Forms integration then submit the payment request via Create payment with:

{
"paynent Met hods": {
"type": "CARD',
"integrati onType": "HOSTED'
}
}

® Google Pay will automatically appear as a payment option when customers are redirected to the Hosted Payment Page or card payment
form.

Direct integration


https://developers.google.com/pay/api/web/overview
https://developers.google.com/pay/api/web/overview
https://developer.computop.com/display/EN/REST+API+Hosted+payment+page
https://axeptabnpparibas-docs.redocly.app/payments/createsession
https://developer.computop.com/display/EN/REST+API+Hosted+forms
https://axeptabnpparibas-docs.redocly.app/payments/createpayment
https://developers.google.com/pay/api/web/guides/test-and-deploy/request-prod-access
https://pay.google.com/business/console?utm_source=devsite&utm_medium=devsite&utm_campaign=devsite
https://developers.google.com/pay/api/web/overview

If you require full control over the Google Pay UI/UX, Direct integration is the ideal choice. This method allows you to integrate directly with Google
Pay APIs, giving you complete flexibility in designing and managing your checkout experience.

Implementation steps
® Enable Google Pay:

Contact you sales to activate Google Pay for your merchant ID.
® Integrate with Google APIs:

Refer to the official Google documentation for detailed guidance to integrate with Google APIs.

O Google Pay API: https://developers.google.com/pay/api/
© Web payments
© In-app payments
© Tutorial
® Configure the Gateway:

During the integration, use "computop" as your payment gateway and include your BNP Paribas assigned Merchant ID in the tokenization

object. Below is an example configuration:

const tokenizationSpecification = {
type: " PAYMENT_GATEWAY",
parameters: {
gat eway: "conputop",
gat ewayMer chant 1 d: "<<your Conput opMer chant | D>>"

}
}s

® Allowed card networks:

Include the card networks that are supported by your acquirer in the request. Below is an example.

const al | onedCardNetworks = ["AMEX", "Dl SCOVER', "JCB", "MASTERCARD', "VISA'];

® Authentication methods:
Google Pay supports two types of authentication methods for cards:
© PAN_ONLY: Cards without cryptographic authentication. These are not PSD2-compliant and require a separate 3DS flow for SCA
compliance if you operate in the EEA (details provided in a dedicated page).
© CRYPTOGRAM_3DS: Cards with cryptographic authentication. These are PSD2-compliant and do not require an additional 3DS
flow during payment processing.

To support both types of cards, include both methods in your request to Google Pay:

const al | omedCar dAut hMet hods = ["PAN_ONLY", "CRYPTOGRAM 3DS'];

G} Notice: Include CRYPTOGRAM_3DS only if you are able to support this functionality. Link : Google Pay 3DS Flow - PAN_ONLY -
API REST V2

® Receive encrypted token from Google:

Once the customer authorizes a payment via Google Pay, you will receive an encrypted payment token in the response. Below is an example
of the payment token:


https://developers.google.com/pay/api/
https://developers.google.com/pay/api/web/overview
https://developers.google.com/pay/api/web/overview
https://developers.google.com/pay/api/web/guides/tutorial
https://docs.axepta.bnpparibas/display/DOCAXPB/Google+Pay+3DS+Flow+-+PAN_ONLY+-+API+REST+V2
https://docs.axepta.bnpparibas/display/DOCAXPB/Google+Pay+3DS+Flow+-+PAN_ONLY+-+API+REST+V2

{
"signature": "MEQCI C4z
| QHSr zekRkkuk3vGYxBTBANGEQ 5XFHxOVK5f FLI UAI B3+q227havAJdagf GZaMxbef hat dJE7Df 2qr | oKDv1Og==",
"protocol Version": "ECv1",
"si gnedMessage": "{\"encryptedMessage\":\"
bOYRNMEXGeCs Br FQESt 7kd9O1LFN+v QZf 2KGOUNYC8j NA+VVf 9nQeK7I DvUBk37cH+LOzi JQKHNL2OxDHI k6GoRV1Br Xpr wBnAJROO2V
nCUH8I sqqOELwenreqWB641 r 8cU
/ hDFz\WNp+38H25J VDAMEXZBKod MMz UXXgy O+s5j Oy Al 8] UhnAw3f TRPkef uYsEBNFK5t vcs4L29h87Zo70t 0/ 8Xr UnXt 9b
/ Fl d1LEt hkuPSN+KleEFP7bseB6j j RAHnwYAdqi E3i Omh71pcDnNl yr | WRj 74UJaszeer ZW/ DoZNx110N7f ouq/ 8f elvkl sr/ e+y
| RS&nQW\5yR/ f MI'f qCyabTDhJM/MMLZhe91+dQO/ xi
/ zKRgs| hi ongJUj Yt oSNI j UHnM_RuVTKdj X50CCI 1Q0 Bt r 9h0ObOLePhxwicLYeULKwC YJyt 28DBKCvaWFShCl +dzNcZ9B83kv\ ",
\ "ephener al Publ i cKey\ ":\"BFUj u73/1 T/ KqnB
/ ncOVBBaL3BXFybr bYaPi MCKXI cg78Pbs| ww7MRUg3SpWEDEJ T6pakLCvf 34412HbDGCpsa4\ \ u003d\ ", \ "tag\ ":\"
x| uCUMB2UBY VEf | dsJpQaa+l el kqS522JLOnr nk42g\ \ u003d\ "} "

}

® Processing payment:

© Include the encrypted token received from Google in your payment request by calling Create payment (paynent Met hods.
i nt egrati onType=DI RECT) to Axepta BNP Paribas Online. The encrypted token should be base64 encoded. Below is a snippet
of payload:

{
"paynment Met hods": {
"type": "GOOGLEPAY",
"integrationType": "Dl RECT",
"googl ePay": {
"t oken": "<<Base64_Encrypt ed_Token_Dat a>>"
}
}
}

© The encrypted payment token will be decrypted by Axepta BNP Paribas Online and submitted to the acquirer as part of the payment
process.

G} Google Pay transactions are essentially card transactions but tokenized. Hence all the post processing actions such as refunds, captures
and reversals use the same workflow as card transactions.


https://axeptabnpparibas-docs.redocly.app/payments/createpayment
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