Technical Documentation of the Axepta BNP Paribas
Online API

The Axepta BNP Paribas Online APl is an online payment solution designed to facilitate the integration of secure payments on your e-commerce
platform. This technical documentation provides all the necessary information to understand, configure, and use our API effectively.

@ The technical documentation for our APl is available here: https://axeptabnpparibas-docs.redocly.app/

Presentation of the API
Key Features

® RESTful Architecture: The APl is based on REST principles, offering a predictable and easy-to-use interface.
® Enhanced Security: Compliance with PCI-DSS standards and secure communication via HTTPS (TLS 1.2 or higher).
® Comprehensive Documentation: Detailed technical documentation to facilitate integration.

Use Cases

® Online Payments: Real-time payment processing.
® Transaction Management: Consultation and management of past transactions.

Authentication
Authentication Methods

@ Authentication is performed by calling the following production API: https://paymentpage.axepta.bnpparibas/

The API supports two authentication modes: BasicAuth and OAuth2.0

@ We recommend using OAuth 2.0 authentication.

OAuth 2.0:
Authentication must be performed using the OAuth-V2 protocol.
The access token returned by the Axepta platform is valid for 1 hour.

After this period, you must re-authenticate to obtain a valid token.

Generate a JSON Web Token (JWT) by authenticating with your API Key via the endpoint aut hori z
ati on/ oaut h/ t oken.

The token_type and access_token data must be present in all server requests, in the http 'Authorization' header


https://axeptabnpparibas-docs.redocly.app/authentication/authorizationservice
https://axeptabnpparibas-docs.redocly.app/authentication/authorizationservice
https://axeptabnpparibas-docs.redocly.app/
https://paymentpage.axepta.bnpparibas/api/v2/

{

"access_t oken":
"eyJhbCGci O JSUzI INi | sl mt pZCl 61 kZGQz| EMOJEQzY2M c3MUYWNz Yx RUJ DRTKkwOTMy MDMy Q dGOTQLNTQ LCI4NXQ G Jf OGBUdnmNaaVR4
OEhZZXZPaOpNz01lyZj VSVl Ei LCI0eXAi O JhdCt qd3Q fQ
eyJpc3M O JodHRwezovL2xvY2Fsa®@zdDo3MrI xLyl sl nv4cCl 6MITc OMDQBNTUWNCW aWFOI j ox Nz QMNDex OTAOLCJqdGki G Ji Zj U3YniuwM
i 05YThi LTQxYj ct Yj Nj Ni 02Nzl nMTcxNDU2Zj Ai LCIzdW i O JDVFOMb2dl ZWNvbVIOZXNOI i wi bt ZSI 61 kNUXOxvZ2VI Y29t X3RI ¢3Q LC
Jt YXIr ZXRwbGFj ZUl kI j oi QLRf TGINZW/j b21f dGVzdFINYXJIr ZXRwbGFj ZSI sI mihent | dHBs YWNI QANOaXZI | j pmYWkzZSwi b2l f cHIzdCl
61 kNUXOxvZ2VI Y29t X3R ¢3Q LCJj bd | bnRf aWQ O JDVF9Mu2dl ZWNvbVI0ZXNOI i wi b2l f dG uX2l kI j oi M EWMWAUXNTgt Nz YONCOOOGU4
LW zNmYt YnZhNzczNWInYj Ay | nO. Xgt b81- GBPGh@t SIKXI | A38koRql Va20LhT902t -
| CocWYD4_35bTAi Pf U2A4HVWQpg1PZTr df 4ri SoA_v_5bWSM r dHAb-
Y7f N\WQTYAUYDxkcr wiqc5Jcj wBA OgXGTzJR2xy PDTq2s 04gAx000l hCVj hEQRA7yqOFt a9r kecCngli 6 T6BxF7Z06t BECF 07NSJOwWgN7G5_Un
md5MyWIGBV5Vdv DxhXalp_sBQdny6nBCRi 2d2bh1BOr z_uT5U2zngVBPzZBXv046j 7971JXZbR20JFpkgwr ULCGR6f y 78Nvkr HNCAU8ZDHbe
j BbObMECh_8pWvhalhl g0A1k2x0Q",

"token_type": "Bearer",

"expires_in": 3600
}

Idempotency

The Axepta BNP Paribas Online server is idempotent: it processes the same request only once.

If multiple identical requests are received, the same response will be returned without generating a new operation on the server side.
This feature helps avoid duplicates in case of payment message repetition.

For POST and PATCH messages, idempotence is ensured by using the HTTP header 'ldempotency-Key'.

Its value must be unique for each HTTP request sent to the server, and it is the client's responsibility to generate it.

It is recommended to use a uuid-v4 for this HTTP header.
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